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Abstract  
The purpose of this paper is to provide an evolutionary perspective of cloud 
computing (CC) by integrating two previously disparate literatures: CC and 
information technology outsourcing (ITO).  We review the literature and develop a 
framework that highlights the demand for the CC service, benefits, risks, as well as 
risk mitigation strategies that are likely to influence the success of the service.   
CC success in organisations and as a technology overall is a function of (i) the 
outsourcing decision and supplier selection, (ii) contractual and relational governance, 
and (iii) industry standards and legal framework. Whereas CC clients have little 
control over standards and/or the legal framework, they are able to influence other 
factors to maximize the benefits while limiting the risks.   
 
This paper provides guidelines for (potential) cloud computing users with respect to 
the outsourcing decision, vendor selection, service-level-agreements, and other issues 
that need to be addressed when opting for CC services. We contribute to the literature 
by providing an evolutionary and holistic view of CC that draws on the extensive 
literature and theory of ITO. We conclude the paper with a number of research paths 
that future researchers can follow to advance the knowledge in this field.  
 
Keywords: cloud computing, information technology (IT) outsourcing, risk mitigation, software as a 
service (SAAS)  
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1. Introduction 
 
Cloud computing (CC) has received much attention in recent years, especially from the 
business community and the media. Also, the endorsements by a number of governments 
around the world, namely in the U.S. (The Federal CC Strategy) and in Australia (The 
Australian Government Cloud Implementation Initiative) have provided fresh impetus for this 
emerging technology. The merits of CC are perhaps best epitomized in the U.S. Federal CC 
Strategy report. Vivek Kundra, the former U.S. Chief Information Officer claimed that CC 
can save the US Government U$20 billion annually which made up a quarter of its 2011 IT 
budget (Kundra, 2011). 
 
Gartner Research estimated the CC industry to reach a $150 billion by 2014. Forrester 
Research’s forecast was more modest but still impressive, a growth from U$40.7 billion in 
2011 to $159.3 billion in 2020. In addition to forecasts, IBM carried out a survey with more 
than 3,000 global CIO’s and found that 60% of organizations were “ready to embrace CC 
over the next five years as a means of growing their businesses and achieving competitive 
advantage” (IBM, 2011).     
 
Despite the prospects of CC and the optimistic forecasts, CC has not proven to be immune to 
failure. For example, Harris Corporation, a U$6 billion US communications company closed 
down its CC facility outside Washington DC in 2012, after less than a year of operation. The 
reason for this move was that both its government and commercial customers preferred 
hosting “mission-critical information” on their own premises rather than on the cloud 
(Garling, 2012).   
 
To date, most research on CC has focused on the technical aspects of this technology 
(Youseff et al., 2008), while some recent studies have also discussed the business 
implications of CC in terms of organizational benefits and risks (e.g. Leimeister et al., 2010, 
Benlian and Hess, 2011). Although, a substantial number of studies already exist on CC, it is 
still unclear how or whether CC differs from the traditional but not necessarily successful 
concept of Information Technology Outsourcing (ITO) (Barthelemy, 2001, Lacity et al., 
2009). Much of the research on CC examined the concept in isolation with little or no 
reference to the extensive literature on ITO. This might be partly due to the focus on the 
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technical- instead of the service aspect of the technology. On the other hand, recent studies 
and textbooks on ITO failed to take notice of CC as a concept overall (Desai, 2009, Aubert et 
al., 2012, Fitoussi and Gurbaxani, 2012). This is surprising given the attention CC received 
over the last years. Only a few studies differentiate CC from ITO (e.g. Katzan and Dowling, 
2010, Leimeister et al., 2010), although very briefly due to their different focus. It is this gap 
that we address with this study and identify as a research opportunity. Our aim is to integrate 
two previously disconnected literatures and to provide an evolutionary and holistic 
perspective of CC as an emerging technology and service. Taking this approach, we identify 
and focus on the potential benefits, risks, and mitigation strategies to increase the likelihood 
of ITO success. We conclude the paper with the implications of cloud computing on practice 
and research from the business and accounting perspectives.    
 
2. Cloud computing defined 
 
The term CC represents a complex interplay of IT related capabilities that have evolved to 
represent one of the major developments in the history of computing, as it has fundamentally 
changed the way in which IT services are invented, developed, scaled, updated, maintained 
and financed (Marston et al., 2011). Owing to the complexity of CC, defining it in its entirety 
is equally challenging. Leimeister et al. (2010) define CC as “an IT deployment model, based 
on virtualization, where resources, in terms of infrastructure, applications and data are 
deployed via the internet as a distributed service by one or several service 
providers....services are scalable on demand and can be priced on a pay-per-use basis”. 
Marston et al. (2011, p. 177) provide a definition from a business perspective that 
encompasses key benefits for business as well as its technological features, i.e. IT services 
“are delivered on-demand to customers over a network in a self-service fashion, independent 
of device and location....users pay for the service as an operating expense without incurring 
any significant initial capital expenditure, with the cloud services employing a metering 
system...” These definitions reflect that CC as a technology and service emphasises remote 
delivery of IT related technical and application resources for an organisation. It is noteworthy 
that none of these definitions make a reference to “outsourcing”. We feel that it is important 
to define CC in terms of outsourcing to avoid any misconception. Thus we define CC as an 
enabler of ITO whereby access to IT resources such as software, hardware, and platform are 
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delivered over the Internet as a service and users are predominantly charged on a pay per-use 
basis.  
 
The CC technology is delivered through three layers, namely Software as a Service (SAAS), 
Platform as a Service (PAAS), and Infrastructure as a Service (IAAS). These layers are based 
on both, old and new computing concepts such as Service Oriented Architectures (SOA), 
distributed and grid computing, as well as virtualization (Youseff et al., 2008). CC adopters 
can choose among one or several of the services offered. With the SAAS model, clients run 
applications such as Facebook and Twitter on the cloud as opposed to running them on local 
computers (Marston et al., 2011). An example of an accounting software package that is now 
available as a SAAS model is Mind Your Own Business (MYOB) which no longer needs to 
be purchased and downloaded onto a PC as stand-alone software (Timson, 2010). A PAAS 
model facilitates the development and deployment of applications, eliminating the need to 
manage and maintain costly hardware and software layers (Marston et al., 2011). Examples 
of PAAS include Microsoft's Azure Services Platform and Salesforce's Force.com. With the 
IAAS model, only storage and computing capabilities are offered as a service but the 
management of the operating system or the applications are not supported. Amazon’s Cloud 
Formation and Google’s Compute Engine are among the examples of commercially 
successful IAAS. 
 
3 Cloud computing as an evolution of ITO 
 
Cloud computing is an outsourcing decision as it gives organizations the opportunity to 
externalize and purchase IT resources and capabilities from another organisation as a service. 
Hence the (IT-) outsourcing literature and theory can provide the much needed insight for the 
understanding of the economics of the concept. Transaction cost economics (TCE) and the 
resource-based view of the firm provide valuable but distinct theoretical frameworks with 
respect to the outsourcing decision of the firm. Whereas economic costs underlie TCE, the 
resource-based of the firm focuses on strategic imperatives. TCE argues that vertical 
integration should be the last resort not the first as a form of exchange and that the market is 
often the most efficient institutional arrangement (Williamson, 1991). However, when 
transactions (costs) become too complex (high) or involve assets that are more worth within 
the specific relationship (asset specificity), then firms would chose vertical integration over 
5 
 
outsourcing. ITO exposes the organization to a number of risks that have a direct impact on 
transaction costs. A number of studies have used TCE as the underlying theory for analysing 
ITO (e.g. Aubert et al., 2012). We explain the risks in the next section, which are also 
summarized in Table 1. 
 
The resource based view of the firm sees outsourcing as an opportunity to acquire and 
allocate valuable IT resources. However, if certain IT resources and activities are considered 
strategic then these resources are less likely to be outsourced (Goles and Chin, 2005). There 
is some evidence for this theory in the ITO literature. For example, Beaumont and Costa 
(2002) report that 42% of the respondents of an Australian survey outsourced application 
development and maintenance but only for a small portion of core applications. Other highly 
likely outsourced IT functions are telecommunication management, systems integration, and 
systems operation (Beaumont and Costa, 2002, Teng et al., 2007) which is consistent with the 
selective outsourcing trend (e.g. Earl, 1989, Willcocks et al., 1995) suggesting that 
organizations outsource “mundane aspects of a function such as a call centre, but to develop 
in house and keep secret those aspects that give competitive advantage and/or contribute to 
the company’s public image” (Beaumont et al. 2002, p. 20).  
 
Outsourcing involves arms lengths or long distance purchases of services, principally, but not 
necessarily, via electronic mediums such as the telephone, fax and the Internet (Bhagwati et 
al., 2004). Outsourcing isn’t limited to a particular business process or capability and may 
involve accounting (e.g. bookkeeping and investment advice) and IT. IT is outsourced when 
part or all of the IT function is subcontracted to a vendor. Outsourcing is a legal agreement 
between firms, administered by a contract (Goles and Chin, 2005). Thus, the success of ITO 
depends on the terms of the contract (price, flexibility etc.) but also how well the relationship 
with the vendor is managed, which becomes critical given the notion of incomplete contracts 
(Hart and Moore, 1988).  
 
We define success as the perceived effectiveness of the outsourcing relationship and the 
overall satisfaction with the contract (Saunders et al., 1997). Satisfaction is also a good 
predictor of the intention to continue with the contract, as well as the likelihood to repurchase 
the service in the future (Koh et al., 2004, Poppo and Lacity, 2006). ITO can be considered a 
success when initial expectations with respect to for example, financial considerations or 
technical capabilities are largely met through the outsourced service. Conversely, ITO could 
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be considered a failure when for example, additional costs which were initially unaccounted 
for eat away a significant portion of the expected savings (Barthelemy, 2001).   
 
The relevant literature provides a number of reasons why IT is outsourced: (i) cost cutting, 
(ii) focus on core competencies, (iii) business process improvement initiatives, (iv) the need 
to access expertise, skills, and technology, (v) flexibility, (vi) scalability and even (vii) 
political factors (Lacity et al., 2009). The primary motivation for outsourcing by large firms 
is to cut costs, whereas smaller firms outsource to minimise IT capital investment and 
business risk of non-competitiveness. Nevertheless both large and small firms use 
outsourcing as a means for managing work overloads in the peak activity periods (Cooper, 
2006). However, there is mixed evidence in terms of the financial benefits obtained from 
outsourcing (Lacity et al. 2009; Barthelemy, 2001). Whereas some studies report on 
improvements in the client-firm’s financial performance (e.g. Mojsilovic et al., 2007), others  
found either a deterioration (e.g. Wang et al., 2008) or insignificant change in performance 
(e.g. Bhalla et al., 2008). ITO fails because companies do not factor in all the costs involved 
with the outsourcing process (Barthelemy, 2001). Often “hidden costs” partially or entirely 
eat away expected benefits of ITO. Barthelemy (2001) identifies four types of hidden costs: 
(i) vendor search and contracting costs, (ii) initial transition costs, (iii) costs associated with 
managing the outsourcing effort, and finally (iv) post-IT transition costs.  
 
Researchers have different views on how CC differs from ITO. Katzan and Dowling (2010, 
p. 29) note that “with outsourcing an existing function is moved out of the department, 
enterprise, or geographic jurisdiction, whereas with CC the home of an application 
originates in the cloud”. We are in the view that both CC and ITO may entail the movement 
of resources from in-house to an external provider. Leimeister et al. (2010) explain the 
difference between ITO and CC in terms of how the value chain has been transformed 
through the emergence of online services and new actors (e.g. service providers and brokers) 
in to a “value network”. They argue that the existence of new actors leads to complex 
relationships and hence a myriad of outsourcing possibilities and combinations that was 
previously more restricted (Leimeister et al. 2010). Another difference between the 
traditional ITO and CC is the length of the contract. CC contracts often have shorter life-
cycles than traditional ITO contracts, which can be monthly, weekly, daily or even hourly. 
Thus, CC seems to offer more flexibility and less commitment on the part of the client. 
Finally, with CC, users can (near) instantly scale up or down the level of services or request 
7 
 
new services since computing resources are managed through software (Marston et al., 2011). 
This is further explored in Section 3 which discusses the benefits and risks of CC from the 
accounting and performance perspectives.  
 
 
3.1 Cloud computing benefits and risks  
 
CC offers many advantages that surpass the promises of traditional ITO. These are: easy 
scalability (Marston et al., 2011), access to new software (Marston et al., 2011), and 
reliability (Yoo, 2011). Given that servers and desktop computers have an average capacity 
utilization of less than 30% and 5% respectively, a service model for IT might lead to 
significant cost savings. 
 
CC allows near instant pay-per-use access to software and hardware that would otherwise 
require significant upfront capital outlays. Thus, CC can provide access to advanced 
capabilities such as predictive analytics that would otherwise be difficult to attain, especially 
by SME’s as they often lack the resources. The possibilities are vast and aside from financial 
considerations, clients would only be limited by the diversity of services offered by vendors. 
Hence, CC providers that offer cutting-edge technology with an ability to anticipate future 
requirements are more likely to succeed in the market. For example, a technology that may be 
of interest to organizations is continuous auditing (CA) (Vasarhelyi and Halper, 1991). CA 
allows the monitoring of transactions on an ongoing basis so as to alert users of potentially 
fraudulent activities. CC providers would be in a good position to host this capability for 
clients that already have their financial data in the cloud. This has the potential to remove 
barriers to entry and innovation as far as computing is concerned, giving SME’s a better 
chance to compete globally (Marston et al., 2011). Reliability is said to improve because it is 
assumed that the CC service provider (CSP) would develop expertise in managing, running, 
and maintaining IT resources.  
    
Not only does the case for the CC business model emphasise enormous cost savings in 
relation to IT hardware, software, and IT related personnel expenditure, but the changes 
associated with how it is accounted for on paper may also reflect a substantial increase in 
profits. Historically, accounting norms have treated IT as a capital expense owing to the 
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initial investment outlay required for hardware and software resources. This is referred to as 
the “Cap-ex” model. However, outsourcing IT services to an external provider enables it to 
be accounted for as an operational expense, referred to as the ‘Op-ex’ model (Marston et al. 
2011). From a financial reporting perspective, this can significantly adjust the value of 
company assets and hence profit status.  
 
The example of the 2011 initiative between Google and the accounting software package 
MYOB helps to illustrate the benefits of the SAAS delivery model. In an attempt to 
encourage more Australian small businesses to develop an online presence and take 
advantage of new CC initiatives, Google and MYOB announced that they would provide free 
websites and domain names for 50,000 Australian small businesses. Titled “Getting Aussie 
Business Online”, the bold venture would provide the free resources for a one year period 
before charging a $5 fee per month from the second year onwards. The basic website 
presence would be designed for eventual integration with cloud based software tools such as 
MYOB Live Accounts, creating a more streamlined approach to managing e-commerce 
processes online. Using this approach, rather than work off two IT systems (online and 
internal), small businesses can use one set of data that will enable them to purchase online, 
“check inventory levels, check the status of an order, and allow a customer to come in under 
a password-protected site and download an invoice” (Khoo, 2011, p. 1). The example also 
provides an excellent example of the risks associated with CC, where many small businesses 
could be easily persuaded by the attractive offer and having limited understanding of the risks 
involved, particularly from an accounting perspective. These risks are discussed in detail 
below. 
 
Many CC risks are directly applicable from the ITO literature. The number of risks identified 
in the (IT) outsourcing literature is overwhelming (with more than 40 according to a study by 
Lacity et al., 2009). One of the risks relates to business continuity. Non-interrupted 
availability of CC services and reliability has been touted as the key selling point for CC. 
However, because CC relies on the Internet, connectivity problems could lead to service 
disruptions. This could be the Internet third party (ISP) provider or the cloud service provider 
experiencing connectivity problems, rendering the service unavailable. For example, in 
March 2009, Microsoft Windows Azure was down for 22 hours (Hoover, 2009). More 
recently in April 2011, a large scale outage hit Amazon, affecting Amazon’s Web Services' 
Elastic Compute Cloud (EC2). The outage took out popular social networking services 
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Foursquare, FormSpring, Heroku, HootSuite, Quora and Reddit (Winteford, 2011). These 
outages prevent users from accessing applications or data stored in the cloud and the financial 
cost of these outages can be quite high especially when mission critical- such as accounting 
information systems are outsourced.  
 
A second risk is interoperability, where clients may find themselves locked in to a specific 
cloud provider, unable to transition from one provider to another, or finding a lack of 
interoperability between their existing in-house infrastructure and cloud based services 
(Martin, 2011, Soma et al., 2011). This issue arises due to a lack of standard data formats and 
application platforms governing CC (Vincent and Hart, 2011).  
 
A further difficulty with CC relates to auditability of data. This is particularly pertinent for 
businesses which hold data and are required by law to provide assurances regarding their 
computing environments to their customers or regulators or who are required to perform 
audits on the data held (Soma et al., 2011). This is not an issue where the data is stored on the 
businesses’ own servers because the business can control its own in-house computing 
facilities. But in the cloud environment, data is outsourced to the cloud provider, causing the 
business to lose control over that data. The cloud provider’s terms of use agreement may 
prohibit technical procedures a user would like to perform in order to test system 
vulnerability or system performance (Martin, 2011). Service level agreements may also not 
require the cloud provider to undertake that testing. This means there could be security gaps 
for the user (Martin, 2011). In any event by entrusting data to the cloud service provider to 
perform backups and other maintenance, the user has no control over the procedures if any 
taken by the cloud provider and the quality of procedures undertaken (Murdoch, 2010, Soma 
et al., 2011). 
 
Finally, the biggest concern in relation to migrating to the cloud is the integrity, privacy and, 
security of data outsourced to the cloud (e.g. Lanois, 2010, Martin, 2011, Soma et al., 2011, 
Vincent and Hart, 2011). Traditional subcontracting and outsourcing also attracted privacy 
and security issues. The difference is that where data that is stored on the client’s servers, the 
client retains control over the security of the servers. But where client data is given to the 
cloud provider to store, it is stored by the cloud provider in multiple data centres across 
multiple jurisdictions (Griffith, 2012). Google, for example, has data centres in the US, 
Europe, Russia, South America and across Asia (Griffith, 2012). Whilst storage across 
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multiple locations may distribute the risk of a single point of failure, it also creates multiple 
possible points for intrusion. The possibility has also been raised that cloud providers may 
not accurately report to their clients about the data stored on the cloud, that cloud service 
providers may hide data breaches or loss of data stored on the cloud to protect their reputation 
(Wang et al., 2010). Thus one of the biggest concerns with CC is the uncertainty with regards 
to how cloud providers will ensure the security, privacy, integrity and confidentiality of data 
stored in the cloud (Martin, 2011). Concerns regarding security, privacy and integrity of data 
are further exacerbated by little and/or inconsistent regulatory framework regarding the 
privacy and security of data (Soma et al., 2011). As noted by Griffith (2012), in some 
countries laws give government agencies a right to inspect data held there and privacy law 
safeguards are unknown.  
 
Owing to the importance of security in cloud services, providers are taking great lengths to 
ensure business confidence and trust, by securing their systems against insider attacks by 
protecting and restricting access to physical resources, and through the adoption of “stringent 
accountability and auditing procedures” (Gurav and Shaikh, 2010, p. 227). However, as 
insiders still retain the ability to access customer information, combined with the lack of 
technical solutions that guarantee the “confidentiality and integrity of computation” (Gurav 
and Shaikh, 2010, p. 227), the risks involved for business organisations is of great concern.  
 
The contractual agreements governing the various parties from the cloud provider to 
subcontractors to the cloud user may also complicate matters (Martin, 2011). Who would be 
liable should data be lost or compromised? Reliance on the contract for managing risk is 
problematic as it is unable to “completely cover and specify the complexity of an outsourcing 
project” owing to the IT subject matter of the contract being “a very volatile, fast changing 
asset” (Leimeister et al. 2010, p. 6).  
 
These risks have forced some businesses to reconsider their move to the cloud, despite its 
many benefits as demonstrated in The Harris Corporation case. Section 4 discusses in detail 
the implications of CC for businesses and examines how the risks identified in this section 
could be managed.  
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4. Implications for practitioners 
There appears to be many benefits of CC which we classify along four dimensions: a) 
financial, b) strategic, c) technical, and d) legal/transaction (see Table 1). However, many of 
the benefits do also come with some risks so it is vital that CC adopters effectively address 
them. Table 1 gives a summary of the corresponding risk mitigation strategies that are to a 
large extent derived from the ITO literature. We briefly explain them next.  
 
 
Cloud Computing Financial Dimension 
Benefits  
-Cost cutting (savings on 
in-house hardware, software 
and IT personnel) and 
minimal upfront IT 
investment (Lacity et al., 
2009; Hugh, 2006; Cooper, 
2006; Marston et al., 2011 
etc.) 
-Low cost of entry, 
advantage to small business 
(Marston et al., 2011) 
Pay on demand Op-ex 
model (Marston et al., 
2011) 
Risks 
-Vendor lock in and 
increased supplier power 
-Loss of control over data 
(Aubert et al., 1996; Earl, 
1989; Lacity et al., 2009 
etc.) 
-Hidden transaction and 
transition costs 
(Barthelemy, 2001; Earl, 
1996)  
 
 
-Costs related to data 
breaches, loss and/or service 
interruption (Paquette et al., 
2010) 
Mitigation 
-Adoption/Use of data 
standards (Bernstein et al., 
2009, Vincent and Hart, 2011) 
-Multiple vendors (Currie, 
1998, Aubert et al., 2003) 
-Selective outsourcing 
(Beaumont and Costa, 2002, 
Teng et al., 2007) 
-Sound cost-benefit analysis 
and sensitivity analysis 
 
 
-Selecting mature providers 
(Soma et al., 2011)  
-Addressed in service level 
agreements (Vincent and Hart, 
2011) 
-Identification of liabilities of 
all the parties in the cloud 
computing stack (Martin, 2011) 
 
Cloud Computing Strategic Dimension 
Benefits 
-Access to advanced 
software, hardware, and 
strategic capabilities 
 
-Business process 
improvement (DiRomauldo 
and Gurbaxani, 1998) 
 
 
 
 
 
-Enables focus on core 
Risks 
-Auditability 
 
 
-Reliability/quality of 
service 
-Transition failure 
(Barthelemy, 2001; Earl, 
1996) 
 
-Competitors are also likely 
to have access to the same 
technology 
Mitigation 
-Development of auditing 
standards and auditability terms 
in the contract 
-Selecting mature providers 
(Soma et al., 2011) 
-Short term contracts (Lacity 
and Willcocks, 1998) 
 
 
-Non-disclosure agreements 
with cloud computing providers 
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competencies (Smith et al., 
1998) 
 
-Increased flexibility 
(Leimeister et al., 2010) 
 
 
 
 
 
 
 
 
 
 
Cloud Computing Technical Dimension 
Benefits 
-Access to expertise and 
technical capability 
(DiRomauldo and Gurbaxani, 
1998) 
 
 
 
 
 
-Delivered through the 
Internet (Leimeister et al., 
2010) 
 
 
 
 
 
 
 
 
-Increased reliability as 
accessing best expertise in 
field 
-Transition from legacy 
systems 
-Instant scalability 
(Leimeister et al., 2010; 
Marston et al., 2011) 
Risks 
-Poor supplier 
capability/service 
-Auditability 
Inability to examine 
quality of vendor services 
(Soma et al., 2011; -
Murdoch 2010; Soma et 
al., 2011) 
 
-Security/privacy breach 
-Data theft, integrity, 
privacy and confidentiality 
 (Aubert et al., 2003) 
-Internet risks  
-Non reporting of data 
security breaches  
(Vincent and Hart, 2010; 
Martin, 2011; 
Lanois, 2010; Soma et al., 
2011; Wang et al., 2010) 
 
-Service provider or third 
party related disruptions 
 
-Interoperability and lack 
of data and platform 
standards 
-Data storage complexity 
Mitigation 
-Addressed in service level 
agreements (Vincent and Hart, 
2011) 
-Liabilities of other parties in 
the cloud computing stack 
(Martin, 2011) 
 
 
 
 
-Compliance with security 
standards, security seals, 
identification of protocols to be 
followed in the event of breach 
in contract 
-Disaster recovery plan (Soma 
et al., 2011) 
-Data to be kept in agreed 
locations/legislations (Marston 
et al., 2011) 
 
 
-Addressed in service level 
agreements (Vincent and Hart, 
2011) 
-Liabilities of other parties in 
the cloud computing stack 
(Martin, 2011) 
 
Cloud Computing Legal/Transaction Dimension 
Benefits 
-Short term contracts (hourly, 
weekly, monthly): flexibility 
 
 
 
 
 
-Geographically independent 
of device and location 
Risks 
-Inflexible contracts 
-Breach of contract 
(Aubert et al., 1996)  
(Aubert et al., 2003) Gurav 
and Shaikh 2010) 
-Insolvency, End of 
contract 
-Inconsistent regulatory 
frameworks and privacy 
laws 
-Jurisdiction of data 
Mitigation 
-Treatment of data on 
termination/insolvency 
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storage and server location 
issues 
-Third party access to data 
(Vicent and Hart, 2011; 
Martin, 2011; Griffith 
2012; Leimeister et al., 
2010) 
Transparency of 
Jurisdiction (Murdoch, 
2010) 
-Addressed in contract terms 
Table 1: CC Risks and Mitigation Strategies 
 
Vendor lock-in is a situation that should be avoided as it increases the bargaining power of 
the vendor and can therefore lead to higher service costs. Engaging multiple suppliers, 
signing short term contracts (Lacity and Willcocks, 1998) and outsourcing standard IT 
services for which there are many suppliers (Lacity and Hirschheim, 1993, De Looff, 1995, 
Apte et al., 1997) are effective strategies that can minimize this risk. To prevent lock-ins, 
businesses should consider questions such as – does the cloud provider’s service level 
agreement prevent data given to the cloud provider to be extracted at a later date; if the 
business changes cloud providers, can data be migrated to the new cloud provider? Also, does 
the vendor adhere to common data standards? (Vincent and Hart, 2011). Close examination 
of service level agreements is therefore vital in this regard. Larger businesses may find that 
they have a stronger influence in negotiating contracts that are suitable for them. Smaller 
businesses may have less bargaining power. For these businesses, comparison between 
various cloud providers and their contractual agreements would be important (Vincent and 
Hart, 2011).  
 
The security risks are particularly concerning in relation to financial and accounting related 
data stored in the cloud, and the ability to detect and prevent acts of fraudulent activity or 
misconduct. From an ASX reporting obligation perspective, listed corporations that migrate 
operational and data management services to the cloud without informing shareholders may 
breach public accountability legal requirements (Marston et al. 2011). Given the lack of 
consistent regulatory framework over data stored in the cloud, it would seem that for now, the 
contract governing the parties is of critical importance. Thus the implication for businesses is 
to examine closely service legal agreements before signing up with the cloud provider.  
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To establish trust in the vendors’ service, clients could also request an independent audit of 
the service. For example, SysTrust, a certification developed by the American Institute of 
Certified Public Accountants and Canadian Institute of Chartered Accountants to measure 
system reliability is known to positively affect the intention to use an online accounting 
system (Greenberg and Li, 2012). Furthermore, more mature providers might be capable of 
providing greater protection than less mature providers as less mature providers may not have 
evolved their processes sufficiently to provide rapid and reliable recoveries (Soma, 2011). 
Both client and supplier capabilities are equally important since failure cannot be avoided if, 
for example, the supplier is incompetent no matter how well the relationship is formally and 
informally managed. Capabilities identified relate to, among others, the clients´ IS technical 
maturity (e.g. position in the Capability Maturity Model), human resources management, 
supplier management, contract negotiation, domain capability, and change management 
(Lacity et al., 2009) 
  
Research on ITO critical success factors (CSF) may also provide valuable directions for CC 
clients. CSF’s relate to the effectiveness of three processes: (i) the ITO decision, (ii) 
contractual governance, (iii) and relational governance (Lacity et al., 2009). With respect to 
the decision, the extent of outsourcing (less is better), top management support, the criticality 
of the outsourced service, and vendor evaluation play an important role in the outsourcing 
success (Lacity et al., 2009). Some of these success factors are in line with the literature that 
looks at other technology adoption such as studies on Enterprise Resource Planning Software 
(Finney and Corbett, 2007) or information systems in general (Ragu-Nathan et al., 2004). As 
for the contracts, level of detail, duration, and the size of the contract all are positively related 
to success. Organizations that outsource their IT must successfully manage their relationships 
with suppliers. Relational governance is facilitated and enhanced through factors such as trust 
(in its variety of forms, e.g. calculus-based trust, knowledge-based trust), norms, mutual 
dependency, open communication, and sharing of information.  
 
Finally, pilot tests to get used to working with suppliers can also help minimize the risk of 
outsourcing (Lacity et al, 1998). This would suggest that clients it might be less risky to 
outsource non-core applications first and then to move on to more critical applications if the 
level of service is satisfactory. 
 
15 
 
Figure 1, a proposed framework for the success of ITO through CC illustrates the concepts 
discussed in this study. According to the framework, ITO success is mediated by the effective 
utilization of risk mitigation techniques. The framework can also be used for informing future 
research, which is further explored in Section 5 below. 
  
 
 
5. Directions for further research  
With the exception of Benlian and Hess (2011), studies on CC have had a technical and/or 
non-empirical approach. Hence, CC as a field presents a large research potential. We think 
case studies on CC experiences could especially be valuable. We identified a number of 
research directions for the future that are also captured in Figure 1. With this framework, we 
also highlight and group three risk mitigation areas that are likely to influence the success of 
CC adoption. We included “industry standards and legal framework” as a third dimension 
despite the fact that organizations at the individual level will have little control over its 
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development. Nevertheless, they may be in a position to demand vendor certifications (e.g. 
PCI DSS, SysTrust), as well as the storage of data only in jurisdictions that are sufficiently 
‘mature’.    
 
 
5.1 Demand for CC 
The first research path relates to the demand for CC services (Box 1). It is generally argued 
that ITO is driven by cost saving motives rather than strategic factors (Lacity et al., 2009). Is 
this also true for CC? Access to cutting edge technology and applications might lead to 
strategic advantage. With CC, companies can tap into the expertise of innovative IT 
companies such as SAP to remain at the forefront of technology. Evidence from a sample of 
German companies using SAAS gives some support for this view, although perceived cost 
benefits still seem to be stronger (Benlian and Hess, 2011). The benefits are likely to depend 
on the type of applications outsourced, i.e. core or non-core. Accounting applications are vital 
to a business and could be considered core. So, the question remains whether companies will 
take the risk and outsource core applications or will we see more cases of CC failures? 
Research could identify the drivers of CC across different countries and compare them to the 
drivers in the ITO literature to see whether strategic incentives have replaced cost 
considerations. Furthermore what kinds of applications are moved into the cloud, i.e. core or 
non-core and what new services/technologies are demanded by CC customers?   
 
Furthermore, what will happen to the legacy applications such as Enterprise Resource 
Planning Systems that the companies have been investing in and maintaining over the many 
years? Many applications are highly customised, tailored to addressing the unique business 
processes and environments of companies. Can CC service providers match these solutions? 
Because of this, we posit that the transition to CC is likely to be slow for established 
companies with custom legacy systems. On the other hand, new start-ups are likely to find 
CC very attractive. Perhaps additional research can be conducted to see if there are 
differences in uptake between established businesses and start-ups or SME’s and how cloud 
providers might alter their offerings to attract established businesses. 
 
5.2 CC benefits  
Another stream of research could look at the benefits of CC such as its financial impact on 
the adopting firm (Box 4). One approach followed by researchers in the technology adoption 
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literature is the stock market reaction to technology adoption announcements (Hunton et al., 
2002, Jeong and Stylianou, 2010). Event studies that look at CC adoption announcements and 
market reaction would measure the perceived value of such services. Here, service providers’ 
image or reputation is likely to have an influence on the direction and magnitude of the 
reaction although the type of services or technology outsourced (e.g. core vs. non-core) will 
play a role too.   
  
An alternative path to follow would be the association between CC adoption and financial 
performance measures. This path was followed by many technology focused researchers in 
the context of ERPS (e.g. Poston and Grabski, 2000, Hunton et al., 2003, Nicolaou, 2004, 
Nicolaou and Bhattacharya, 2006) and ITO (Mojsilovic et al., 2007). However, even if a 
large portion of IT is outsourced, given the small proportion of IT spending in relation to 
other costs, its effect on firm-level financial measures such as profitability will be difficult to 
detect (Aubert et al., 2008). Thus, process based measures such as improved cycle times and 
quality in reporting as followed in subsequent ERPS (e.g.Velcu, 2007) or ITO (e.g. Wang et 
al., 2008) studies may be a better way to go forward.  
 
5.3 CC risks and mitigation 
Research could also be directed at the risks and risk mitigation strategies/techniques 
associated with CC (Boxes 2 and 3), particularly examining the risks associated with security 
and privacy of information stored on the cloud. This research could examine the various laws 
and regulations governing security and privacy across multiple jurisdictions and discern from 
these laws common themes impacting on businesses migrating to the cloud. For example, 
identifying jurisdictions that lack appropriate regulation governing security and privacy and 
jurisdictions with strong regulations. In those jurisdictions with strong regulations, how do 
these regulations impact on data stored on the cloud? Businesses thinking of migrating to the 
cloud could examine where the data servers of potential cloud providers are located so as to 
be able to judge the level of regulatory impact on their business. Further research could also 
be conducted on the impact of cloud providers’ contractual provisions on security and 
privacy issues. As noted in the section above on benefits and risks, contractual agreements 
between the cloud provider and the cloud user can present difficulties. Cloud providers could 
insert clauses giving the cloud provider the right to look at the person’s private files as well 
as to reuse the information in them as in the case of Google Drive (Griffith, 2012). How do 
these contracts impact on businesses migrating to the cloud? Could research identify common 
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pitfalls that businesses should be wary of when examining these contracts or service level 
agreements? With regards to disparaging standards and protocols between cloud providers 
causing the ‘lock-in’ issue, research could look into the development of inter-cloud standards 
and protocols.  
 
 
6. Conclusion 
 
ITO traditionally emphasised the relationship aspect with the service vendor, which explains 
how the management of that relationship was considered critical to its success.  In contrast, 
the literature on CC seems to focus more on the technology aspect of the service. This shifts 
the notion of cloud services from being a human centred activity as in traditional ITO 
services, to a more remote and anonymous technology connected network within which to 
seek opportunity to increase business value. Thus access to the Internet could be considered 
the primary requirement for taking advantage of the ever increasing complex array of cloud 
services, rather than building long term relations with providers. This differentiation may 
further explain how the CC industry has successfully thrived as beneficiaries from this shift 
of trust from the vendor to the Internet itself, whereby organisations are willing to risk 
migrating data and information into cloud solutions offered by Internet giant providers, 
despite the increased vulnerabilities this represents. However, despite the depersonalisation of 
the client/vendor service model, organisations still rely on the legal contract as the primary 
means for ensuring that a high quality, secure service is provided, despite the lack of global 
regulatory standards and service provider issues.  
 
From a financial benefits perspective, it appears that cost savings remain an important driver 
of cloud services (including the shift to the Op-ex model), however, the increased capabilities 
afforded by new software innovations and technical capability are also attracting customers 
for cloud services, especially small businesses. Therefore, where initially the use of ITO was 
emphasised for the low cost supply of non-core services, it could be argued that cloud 
services now emphasise the provision of new types of service capabilities that may increase 
the value proposition of an organisation. 
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The development of the Internet over the past two decades has dramatically increased the 
ability to provide quality flexible IT services online in a myriad of complex combinations. At 
the same time, however, adequate controls relating to increased data security, integrity, 
transparency and auditability vulnerabilities are yet to be surmounted. Many of the risks can 
be addressed by using good contracting practices, although given the notion of incomplete 
contracts, relational governance is likely to remain an important factor especially when 
businesses outsource mission critical resources. We discussed the risk mitigation techniques 
available to organizations as well as future research directions in this field. 
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